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Moving towards a Cyber-Physical Continuum

O The digitalization is driving the transformation of the
society and industries Cyber-physical continuum

O New forms of interactions will lead to a converged cyber-

physical continuum spanning different communication
technologies Digital

O End-to-End (E2E) dependable communication world

infrastructure is a necessary requirement to support such
E2E dependable communication
infrastructure

interactions
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& DETERMINISTIC6G
Today’s Dependable Communications

Arena

 Over the last decade, the major pivot of the
communications community has been IEEE TSN standardization

towards low-latency and reliability

 Digitalization of automation systems as a JEU7 Deltg

main driver 2012 2014 2016 2018 2020 2022 2024

Several communication technologies (TSN, —
DetNet, 5G, OPC UA) are independently 3GPP 5G (from Release 15)
evolving towards the support for |
wired/wireless dependable communication e et Industry 5.0
L So far only limited interworking (e.g., J OPC UA FX and TSN integration
recent 5G-TSN integration architecture)
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DETERMINISTIC6G Vision

The DETERMINISTIC6G vision is to set the foundation for future global communication

standards enabling 6G dependable communication for visionary use cases

. 3GPP URLLC/TSC
O New concepts, features and solutions to (5G6-Adv / 6G)

L Evolve TSN & DetNet to become more wireless-
friendly
O Improve 5G-Advanced/6G to be better suited
for dependable communication \
O Align with the main application middleware for
dependable communication: OPC UA (with its
features on OPC UA FX (Field eXchange) and the (

usage of TSN)

Optimal dependable

communication with 6G
for innovative vertical
use cases

NextGen : ,
DetCom) -
Evolution of

OPCUA

Evolution in IEC/IEEE 60802

IEEE TSN
IETF DetNet
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DETERMINISTIC6G Consortium
N[ 2

J 228 12 partners
|UVO EREON orange’ - (Coordinator:
ge Ericsson GmbH)
"“ == == > ymontimage (@)
Cumucore
Industrial application players Key industrial players in E Jan 2023 —Jun 2025
\ bringing 6G visionary use cases J \ 6G research and development J (30 months)
\
University of Stuttgart ) )
W Germany Key university and research
institutes at the forefront for € 58ME
== gAL 6G fundamental research
=—— SILICON AUSTRIA LABS )
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5G Ambitions

eMBB/Broaband IoT § .

« Extreme data rates Enhanced Critical IoT including
* Large data volumes Mobile Broadband

. Best effort latency al Time-Critical Communication

 Consistent latency
(low to ultra-low)

* High reliability
* High availability

Massive IoT COD
: 0
* Low cost devices lelll

* Extreme coverage

o
» Long device . : &
battery life O + - E E :
|

1:I'I1'I Qﬁf Ultra-Reliable and Low

Massive machine type . (m]
EE- “ Latency Communication

communications

Source: Ericsson Based on: ITU's vision for IMT 2020 & beyond
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Time-critical Communication

MBB Time-critical communication
and URLLC
% of packets % of packets Y% reliability (likelihood)
From best effort to
bounded Iqtency / (1-Y)% late or lost packets
Latency » Latency » Xranges from tens of ms to 1ms latency
PDV X ms * Y ranges from 99% to 99,999% reliability

5G Uplink latency
5G Downlink latency

v

<
<

Radio Access Network (RAN)

UE gNB

2\ | radio interface

Application +
Cloud

part)

I

5G network ‘
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- Time-critical Applications

NG-RAN

N
N
N

PDU Session

SDF1 | Radio Bearer | | GTP-U Tunnel |

— QoS How
T
QoS Flow
|

UL and DL PDR(s)

Radio Bearer

QoS Flow
TT

PDR : Packet Detection Rule

5G Uplink latency
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5G Downlink latency

v

A

Application

radio interface

Application +
Cloud
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Latency Induced by Distance

On-premises Edge sites* Regional DC National DC
Typical Core Network + Transport RTT: = ~0-1ms RTT ~1-5ms RTT ~5-20ms RTT ~10-40ms RTT
(Excluding RAN)

General - AlD] [ p 2
wide-area oo W @ #II=========.======H=:=.

Confined . () [ = &%
Wide-area En__l g m %‘%IHHHH"I? ’;IHHHHI.HHHH:::’

Local area

Core user plane B Subscriptiondata management ==
M Core control plane & Application server =~ Alternative options
B Network exposure === Redundantconnection (optional) =1%%

db National data center
C-‘_.‘ Edge data center

* Edge sitesinclude local access sites, hub sites and radio access sites

F. Alriksson, L. Bostrom, J. Sachs, Y. . -P. E. Wang and A. Zaidi, "Critical loT connectivity Ideal for Time-Critical Communications," in Ericsson Technology Review, vol. 2020, no. 6,
pp. 2-13, June 2020, doi: 10.23919/ETR.2020.9905508 -‘_

2024-06-14 14



8 DETERMINISTIC6G

5G Non-public (private) Networks

\
——————————————————————————————————— —»{ TSN Control <ﬂ|
Core Control Plane f |
|
TSN
TSN nd hosts
end host
I
%
. Core user plane B Subscriptiondata management ==
db National data center o = . .
M Core control plane & Application server == Alternative options

<> Edge data center
: g B Network exposure === Redundantconnection (optional) =%

* Edge sitesinclude local access sites, hub sites and radio access sites
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Reliability vs. Latency

Iosee Tleanr > Liza_waion > U
r > N
BS HARQRTT | | yE
\ <
rBS. » < 'rdxa_:fw-fz.‘a:: < 'tLE..:\' + r.ﬁ-l.l'!.
% of packets Delay bound \ J \ J
| 99.999% reliability (likelihood)
m 0.001% late or lost packets
» Latency
<----2eg.3ms % of packets | belay bound
Frame alignment
etc. | I 99.999% reliability (likelihood)
1 Tx |

0.001% late or lost packets

TDD Pattern: DDDSU

Latency

e.g.16ms

DETERMINISTIC6G, Deliverable 2.1, “First report on 6G centric enablers,” Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables
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Reliability vs. Spectral Efficiency

Operatlng pomt eMBB

Increasing the margin against
channel variations by more robust /\[\ m /\ /\

transmission
- more resources needed
< | SINR
% of packets | ! margin
|
|

Operating point URLLC

\ 4

X time

.......
s .
. .

1
N erreeme, _ . Latency

...............

e.g. 3ms eg. 16ms

DETERMINISTIC6G, Deliverable 2.1, “First report on 6G centric enablers,” Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables
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URLLC with 5G

5G NR - One way air-interface delay in milliseconds (worst case data
arrival)

U R L LC to O I b OX mInitial Tx m1streTx m2ndreTx 3rd reTx

Pre-scheduling and configured grant Downlink, mid-band, TDD 4:1, baseline

Downlink, mid-band, TDD 4:1, potential

Mini-slots and flexible numerology

Downlink, nmWave, TDD 4:1, baseline

Fa St HARQ Downlink, nmWave, TDD 4:1, potential

P reem ptlve transm |SS | on Uplink, mid-band, TDD 4:1, baseline w
Uplink, mid-band, TDD 4:1, potential
Robust control and data channels
Uplink, mmWave, TDD 4:1, baseline m
Red u n d a nt CO n n ectlvity Uplink, mmWave, TDD 4:1, potential 0 ; ; ! !

5 6 7 8 9 10 11 12 13 14 15

CO0O0000O

M u Iti-a htenna d ive rsity 5G-SMART deliverable D1.5, “Evaluation of radio network deployment options”,
Dec. 2021, https://5gsmart.eu/deliverables/

* J.Sachs, L. A. A. Andersson, J. Araujo, C. Curescu, J. Lundsjo, G. Rune, E. Steinbach, G. Wikstrom, “Adaptive 5G Low-Latency Communication for Tactile Internet Services,” in
Proceedings of the IEEE, vol. 107, no. 2, pp. 325-349, February 2019. http://ieeexplore.ieee.org/stamp/stamp.jsp ?tp=8&arnumber=8454733&isnumber=8626773

* Q. Liberg, M. Sundberg, Y.-P. E. Wang, J. Bergman, J. Sachs, G. Wikstrom, Cellular Internet of Things - From Massive Deployments to Critical 5G Applications, Academic Press,
second edition, ISBN: 9780081029022, October 2019.
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5G RAN Latency Contributors

= == = ==

Service Data Adaptation Protocol (SDAP)

Packet Data Convergence Protocol (PDCP)

Radio Link Control (RLC)

Medium Access Control (MAC)

Physical layer (PHY)

8 DETERMINISTIC6G

Ethernet or IP traffic

2024-06-14

. QoS flow R
SDAP SDAP | GTP-U GTP-U
Radio Bearer
PDCP PDCP
RLC Channel
RLC RLC P P
Logical Channel Transport Transport
MAC MAC Network Network
Transport Channel
PHY PHY
Radio Access Network
UE gNB UPF

DETERMINISTIC6G, Deliverable 2.1, “First report on 6G centric enablers,” Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables1®
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5G RAN Latency Contributors

Ethernet or IP traffic

S el el e e _————
-L QoSflow i o } """" i
e-00Mma ellab AN {0 i
e-d on duplex patte 0 and D z 0 DD p s i
. Recolrea accionme i
d O = O 0 C geperndad : O .. () O O i
Pote 3 anadove e NTI0 i
Logical Channel Transport| | | |Transport| |
Network Network
Medium Access Control (MAC) MAC MAC
Transport Channel Rt
Physical layer (PHY) PHY PHY

Radio Acces; Network

UE | gNB

I
| 1
1
1
| 1
TDD Pattern: DDDSU I :
! 1
1
1
! 1
1
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5G RAN Latency Contributors

Ethernet or IP traffic

_________________________________________________________

| e QoS flow IR |
S I - : :
ARQ re 0 or rellab ontigurea
S ellaple AC/F oNTIg ON reduce eed Tor ARQ
Pa . — |
| RLC Channel
Radio Link Control (RLC) RLC RLC P P
| Logical Channel . Transport| . | Transport|
| Network | ' | | Network |
Medium Access Control (MAC) . | MAC MAC ! |
Transport Channel
Physical layer (PHY) PHY PHY
| Radio Access Network
~ UE i gNB | UPF
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https://deterministic6g.eu/index.php/library-m/deliverables

8 DETERMINISTIC6G

5G RAN Latency Contributors

Ethernet or IP traffic

_________________________________________________________

Service Data Adaptation Protocol (SDAP)

Radio Bearer

Packet Data Convergence Protocol (PDCP) PDCP PDCP
i RLC Channel L
Radio Link Control (RLC) RLC RLC P P
Logical Channel Transport | Transport
Pote UE Or reoraering or received o e receive onfigureo i
| Radio Access Network
~ UE i gNB  UPF

2024-06-14 DETERMINISTIC6G, Deliverable 2.1, “First report on 6G centric enablers,” Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables
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5G Networks: From Trials to Reality

d  5G networks show comparatively large
packet delay variation (PDV), even with URLLC

[1] J. Ansari, C. Andersson, P. de Bruin, J. Farkas, L. Grosjean, J. Sachs, J. Torsner,
B. Varga, D. Harutyunyan, N. Konig, R. H. Schmitt, “Performance of 5G Trials
for Industrial Automation. Electronics”, 2022; 11(3):412.

Commercial 5G network (non optimized) 5G-URLLC trial system https://doi.org/10.3390/electronics11030412
0.1 T T T T
min ma %1 fin max
0.09 008t ] [2] P.Kehl, J. Ansari, M. H. Jafari, P. Becker, J. Sachs, N. Konig, A. Goppert, R. H.
Zo0s 2008 Schmitt, “A Prototype of 5G Integrated with TSN for Edge-Controlled Mobile
ﬁg .07 g 007 Robotics" Electronics 11, no. 11: 1666, 2022.
= g https://doi.org/10.3390/electronics11111666
g 006 T 0.06
Tgu 0.05 E 0.05 [3] DETERMINISTIC6G, “Digest on First DetCom Simulator Framework Release”,
Z 0.04 £ 004 deliverable D4.1, Dec. 2023, https://deterministic6g.eu/index.php/library-
S o3h £ .
E,u.u:s gum m/deliverables
£ oo £ 002 [4] DETERMINISTIC6G, “Report on 6G convergence enablers towards deterministic
ooty 0.01 communication standards”, deliverable D3.1, Dec. 2023,
0— https://deterministic6g.eu/index.php/library-m/deliverables

IS
®
®
3
S
=
>
=

15 2 25 3

Packet delay [ms] Packet delay [ms]
(a) (b)
Ansari et al. Electronics 2022 Ansari et al., TSNA 2022

Kehl et al. Electronics 2022
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[
»

Packet Delay Variation (PDV)

7\
O Time-sensitive / deterministic [
E ll ‘\/ -
5 l’ V- >
delay ’

transmission
(J Receiving the right packet at the right

time
d Packet-delay variation creates
Bounded PDV

uncertainty on packet arrivals

[ Can be problematic for e.g. Time- N
Sensitive Networking (TSN) time-
scheduled transmission [D3.1]

(d Correction of PDV via packet delay
correction (PDC) in 6G can remove
uncertainty of packet delays [D2.1]

[D2.1] DETERMINISTIC6G, Deliverable 2.1, “First report on 6G centric enablers,” Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables
[D3.1] DETERMINISTIC6G, Deliverable 3.1, “Report on 6G convergence enablers towards deterministic communication standards,” Dec. 2023,
24

> <

v

probability

Packet delay targets

https://deterministic6g.eu/index.php/library-m/deliverables
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5G Delay Decomposition Model

Downlink Time
i - . A
d High-level components: Core delay and RAN delay Core Arrival T4 | 70 Core Departure
Core Delay Core Delay
O Core delay ot g Dr s
Radio Arrival T — - i — T“" Radio Depart
. ACio ATIVEL S ' Queuing | Retransmissions n ACI0 DepaTiTe
O N3 interface (between RAN and UPF) N Delay Delay |
adlo dErvice e [ — . O [
[ Industrial scenarios: small and fixed Segmentation Transnlussmn EU-
e Delay Delay &
D RAN delay A~ | Transmission Segmentation |~
. . .. = Delay Delay Sr . .
d Dominates in end-to-end delay variations 5 |Retransmissions | Gueuing [~ Tr Radio Service
it i Radio Departure T'”" Delay . Delay || T4 Radio Arrival
O Further spl.lt. Queuing Model UE Departure 72¢ — T U Arival
1. Queuing delay (RLC buffer) v
. . . Time Uplink
 previous packets, frame-alignment + scheduling
2. Link delay

O Segmentation delay
O Transmission delay
(d Retransmission delay
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Experimental Setup

NLMT server

3 OAI-5G UPE

' Core
1

1
» Measur-1
! ements |

@ Implementation on Openairinterface5G F MR o - | Hos

. . : Lo Lo gNB SDR ’;‘:\\
with SDRs; hosts were synced with PTP Analyties  Processing
3 Measurement points inserted in the OAI O E—
user plane in both UE and gNB for the UL
path slot:r())ﬁ.SmS
O NMLT packet generatorthat can align DDDDDDDUUUDDDDDDDUUU
Send tlme Offset Wrt SG frame L0 1 2 3 4Y5 6 7 8 9J 10 11 12 13 14 15 16 17 18 19
boundaries . TDD period: 5 ms ,

TDD frame: 10 ms

-l Each packet journey is reconstructed

using recorded timestamps and stored in

OAl config Band 78, TDD, 106 RBs, 40
a DB MHz, SCS of 30kHz (slot
size=0.5ms)
Traffic 500B UDP @ 100 Hz
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5G Delay Decomposition

RSN M 0L
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5G Delay Decomposition
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Data-driven Delay Optimization
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Requirements of Time-critical Applications

d  Time-sensitive applications typically have critical (lower and upper) delay bounds
d Avoid failure or degradation of experienced application quality

(d Deterministic network and application characteristics (claimed to be) a necessity
 But challenging in several digitalization enablers
d Cloud computing
[ wireless communication
d (adaptive) applications
O Include stochastic variations
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From Deterministic Communication to

Dependable Communication

d Strict review of determinism:
d a system without or with negligible stochastic variations
(d a system behaves in a pre-determined way from a certain state with a given input

d Eliminating stochastic elements not always feasible,
(d =>» Embrace stochastic elements that are not pre-determined
d =» ... make them predictable and plannable,

d =» ... manage them to fullfill the requirements of the applications and utilize flexibility and
adaptability

1 Provide dependable communication for time-critical services
(=» the service can rely on the communication)

[1]  DETERMINISTIC6G, “DETERMINISTIC6G use cases and architecture principles”, deliverable D1.1, Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables

[2] DETERMINISTIC6G, “Report on 6G convergence enablers towards deterministic communication standards”, deliverable D3.1, Dec. 2023, https://deterministic6g.eu/index.php/library-m/deliverables
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Dependable Mobile Networks for Time- Crﬁ/
Applications

Dependable communication :

Be able to quantitatively ascertain the delivery of required service performance for the communication as it has
been agreed.

Builds on time-critical communication Requires observability for service
enabled with Ultra-reliable and low latency performance monitoring and prediction

communication capabilities QPotential for feedback to the application

Requires service specification with domain and enabling application-network
application requirements via network coordination
exposure

2024-06-14 34
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Summary

O

Convergence of digital and physical worlds will requires support for time-critical communications

O

Data-driven latency assesement provides an oppurtunity for designing enablers for end-to-end
delay optimization

(1 DETERMINISTIC6G aims to realize end-to-end dependable time-critical communication with 6G
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